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O 041646Z DEC 10 
FM SECSTATE WASHDC 
TO ALL DIPLOMATIC AND CONSULAR POSTS COLLECTIVE IMMEDIATE 
AMEMBASSY PORT AU PRINCE IMMEDIATE 
INFO SECDEF WASHINGTON DC IMMEDIATE 
JOINT STAFF WASHINGTON DC IMMEDIATE 
SECDEF WASHINGTON DC//USD:SOLIC// IMMEDIATE 
COMFIFTHFLT IMMEDIATE 
COMSIXTHFLT IMMEDIATE 
NGA HQ BETHESDA MD IMMEDIATE 
COMSOCEUR VAIHINGEN GE IMMEDIATE 
JICPAC PEARL HONOLULU HI IMMEDIATE 
HQ USAFRICOM STUTTGART GE IMMEDIATE 
HQ USPACOM HONOLULU HI IMMEDIATE 
CDR USSOCOM MACDILL AFB FL IMMEDIATE 
CDR USCENTCOM MACDILL AFB FL IMMEDIATE 
CDR USJFCOM NORFOLK VA IMMEDIATE 
CDR USEUCOM VAIHINGEN GE IMMEDIATE 
HQ DA WASHINGTON DC//DAPE:PRO// IMMEDIATE 
HQ DA WASHINGTON DC//DAPE-PRR-C// IMMEDIATE 
HQ DA WASHINGTON DC//DAPE:MO// IMMEDIATE 
DA WASHINGTON DC//DAMO-AOC-CAT//PCC// IMMEDIATE 
CDR USSTRATCOM OFFUTT AFB NE IMMEDIATE 
DIA WASHINGTON DC IMMEDIATE 
DIA WASHINGTON DC//TWC// IMMEDIATE 
JOINT STAFF WASHINGTON DC IMMEDIATE 
JOINT STAFF WASHINGTON DC//J-3:JOD// IMMEDIATE 
JOINT STAFF WASHINGTON DC//J-1//J-3:JOD// IMMEDIATE 
CDR USSOUTHCOM MIAMI FL IMMEDIATE 
HQ USSOUTHCOM J2 MIAMI FL IMMEDIATE 
HQ USSOUTHCOM MIAMI FL IMMEDIATE 
WHITE HOUSE WASHINGTON DC IMMEDIATE 
WHITE HOUSE NATIONAL SECURITY COUNCIL WASHINGTON DC IMMEDIATE 
DIRNSA FT GEORGE G MEADE MD 
NATIONAL MILITARY COMMAND CENTER 
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SECDEF WASHINGTON DC 
FBI WASHINGTON DC 0000 
DEPT OF JUSTICE WASHINGTON DC 
CIA WASHINGTON DC 
DNI WASHINGTON DC IMMEDIATE 
DEPT OF TREASURY WASHINGTON DC 
DEPT OF COMMERCE WASHINGTON DC 
DEPT OF HOMELAND SECURITY WASHINGTON DC 

SECRET STATE 124685 

NOFORN 
FOR USTR, COMMERCE FOR FCS, AGRICULTURE FOR FAS 

E.O. 13526: DECL: 12/03/2030 
TAGS: AEMR, ASEC, MARR, PREL, PINS, AMGT, VWVG01, ECON, EAGR 
SUBJECT: VWVG01: WIKILEAKS WORKING GROUP SITUATION REPORT NO. 
14 

CLASSIFIED BY: Executive Secretary Stephen D. Mull, Reason 
1.4d 

LATEST DEVELOPMENTS 

1. (SBU) As of 0715 EST, the WikiLeaks Working Group logged 
49 new leaked cables. This brings the number of released 
cables in some public forum to approximately 1199. (WWG01) 

2. (SBU) Le Monde reports French web company OVH sought a 
magistrate?s ruling on the legality of its local hosting of 
the WikiLeaks site following French government calls to end 
the service. Embassy Paris reports as of 1800 EST December 3 
the site was still in operation. (VWVG01/Embassy Paris telcon) 

3. (U) PayPal has permanently restricted the account used by 
WikiLeaks due to a violation of the PayPal Acceptable Use 
Policy, which states that payment service cannot be used for 
any activities that encourage, promote, facilitate, or 
instruct others to engage in illegal activity. 
(Huffingtonpost.com) 

AF 

4. (U) The Government of Mauritius plans to summon the 
British High Commissioner after a leaked U.S. cable suggested 
a new marine park around the disputed Chagos Islands was a 
ploy to keep indigenous islanders from returning home. 
Mauritius Foreign Affairs Minister Boole!l said the cable 
confirmed his government?s belief the protected area was a 
smoke-screen. (Reuters) 
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EAP 

6. (SBU) Thai media extensively covered comments by Embassy 
Bangkok at Government House emphasizing the normal nature of 
diplomatic reporting on meetings with government officials as 
well the strength of the U.S.-Thai relationship. 
(VWVG01/Embassy Bangkok e-mail) 

7. (SBU) A special task force has been established by 
Taiwan?s Ministry of Foreign Affairs to monitor Taiwan-related 
documents expected to be released soon by VVikiLeaks. (OSC 
Reston VA 40436) 

8. (SBU) Kuala Lumpur?s Home Ministry said it had information 
concerning two Malaysian-based companies which were, according 
to leaked cables, controlled by an Iranian network to source 
missile technology from China. (MilSec 86640) 

EUR 

9. (U) Turkish media reports refer to alleged cables 
describing cooperation between the United States and Turkey to 
enforce UN Security Council resolutions proscribing the 
transfer of arms and related material from Iran to other 
countries. (Milsec 71117, Ankara 1764) 

NEA 
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SCA 

17. (SBU) Sri Lankan media focused on the release by The 
Guardian of alleged reporting that accuses President 
Rajapaksa, his brother, and opposition candidate General 
Fonseka of war crimes. (VWVG01/Embassy Colombo e-mail) 

18. (U) Addressing reporters at a press conference, Pakistan 
People?s Party Punjab President Warraich demanded action 
against the ambassadors and other ?culprits? involved in the 
WikiLeaks revelations, terming the WikiLeaks report a 
conspiracy against the Muslim world. (Lahore Daily Times) 
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19. (U) The chief of the Awami Muslim League said the 
revelations made by WikiLeaks are a cause for shame for the 
entire Pakistani nation and that no one has been spared. 
(Islamabad Daily Express) 

WHA 

21. (U) Argentine press gave positive coverage of the 
Secretary?s December 2 call with President Fernandez de 
Kirchner, highlighting the timeliness of the call and the rank 
at which it was made, noting other countries received calls 
from lower-ranking U.S. officials. (Buenos Aires 1814) 

22. (U) The presidents of Spain, Venezuela, Bolivia, and 
Nicaragua were absent at the Iberoamerican summit in Mar Del 
Plata. Though all cited reasons for their late cancelation 
that were unrelated to the WikiLeaks releases, the alleged 
reporting plants doubts about the supposed regional unity each 
leader professes. (AP) 

23. Minimize considered. 
CLINTON 

NNNN 
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